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Create an App for Azure (part 5)

© Language W Skills: 5

The digital transition has pushed software companies and enterprises to migrate their applications to
the web. Azure cloud services have provided the ideal platform, the right services, and the tools to go
digital while keeping full control over the data. This publication proposes the creation of a simple
application by discovering some of these services and tools.

Security on Azure

Unlike virtual machines (VMs), services in Azure are public. That is, they are shared by multiple people.
They are also called PaasS, for “Platform as a Service”, or “tenants”, because they are just an application
instance of a global server.

This publication is composed of several parts. This being the 5th part.
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However, there are opportunities to make these services private. This publication will talk about several
things:

® The DNS.

® SSL certificates.

® Virtual networks.

Private endpoints.

* The “Application Gateway" service.

DNS

So far, the application responds to the following URL: “https://[app name].azurewebsites.net/”.

This is not very practical. Most of the time, an application should respond to a custom domain name. To
achieve this, nothing could be easier.

Reserve a domain name

* Create a record in your domain of type CNAME

* The application, in this example, will take the name “docker.fuyens.ch”.
® His target is the URL given by Azure.
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Editer un enregistrement DNS pour fuyens.ch

Type CNAME record

CNAME Lenregistrement CNAME permet de faire d'un

domaine un alias vers un autre. Cet alias hérite de
tous les sous-domaines de l'original.
Source

docker.fuyens.ch

Cible

epp-imagesgallery-westeu-001.azurewebsites.net

TTL

5 minutes

ENREGISTRER ANNULER

Return to the application and add your new custom domain name.

* Click on the “Custom Domains" tab.
® Add your custom domain name.

The name is now bound to the application, but is not yet secure. You can see the”Not Secure” warning in
red.

You can try entering the URL, in my example: http://docker.fuyens.ch. This works, but the browser will
warn you that the site is not secure.
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Add custom domain x = sop sl e 01 o o

app-imagesgallery-westeu-001

=2 app-imagesgallery-westeu-001 | Custom domains

@

Custom domain *

| docker.fuyens.ch Vv

The SSL certificate

To remedy this problem, you need to subscribe to an SSL certificate.

Copy the IP address of the application (see image above).

Copy the verification ID of the custom domain.

Return to your DNS.

Create a TXT record and name it “asuid.docker.fuyens.ch”, in my example.
Paste the verification ID into it.
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Editer un enregistrement DNS pour fuyens.ch

Type TXT record

T Lenregistrement TXT permet d'insérer un texte

guelconque dans un enregistrement DNS. Il peut
étre utilisé pour vérifier l'authenticité du propriétaire
Source d'un domaine.

asuid.docker.fuyens.ch

Cible
AB5299E2F8505956FE9A47A7008238720CF76AEB6GEDA

T

5 minutes

ENREGISTRER ANNULER

* Create a certificate by choosing one of the many vendors on the market.

* Convert your certificate to PFX format, if necessary (with SSLShopper or OpenSSL, if you're more
command-line savvy).

Return to the KeyVault.

* Click on the “Certificates” tab.

* Click on “Generate/Import”.

* Select “Import”.

Enter a name for the certificate.

® Select your PFX-formatted certificate.

Enter the password you gave when creating the certificate.
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=] key-westeu-001 | Certificates

Key vault

[ sea ] « t Generate/import () Refresh 7 Restore Backup ¢ Manage deleted certificates =1 Certificate C

Create a certificate

D Overview

Name Thumbprint Status
B Activitylog —r
. Access control (IAM) Method of Certificate Creation [1mport v
ImagesGalery 50488550CF18AG02FIDTAGIEBG6CF... +/ Enabled
€ Tags
In progress, failed or cancelled Certificate Name * [ imagesGallen V]

& Dlagrose and sobve problems ;
There are no certificates available.

Access policies

Events Upload Certificate File * [ “certificate px
Settings Password [oee
Keys
[@ secrets
] Certfcates

® Return to the application.

® Click on the “TLS/SSL settings” tab.

® Click on “Private Key Certificates (.pfx).
* Click on “Import Key Vault Certificate”.

Select the certificate.

Home > app-imagasgallery-westeu-001
(@] app-imagesgallery-westeu-001 | TLS/SSL settings
App Service

| 2 search (Ctrl+/) | « Q) Refresh : &l Buy Certificate /% Troubleshoot 7 FAQs

Settings " _ " . B
Bindings | Private Key Certificates (pfx) | Public Key Certificates (.cer)
1! configuration —

& Authentication

?Q | Private Key Certificate
@ Application Insights —_————

Identity Private key certificates (.pfx) can be used for TLS/SSL bindings and can be loaded to the certificate store for your app to consume. T
= click on the learn more link. Uploaded certificates are not available for manual download from the Azure Management Portal, they ¢
& Backups required App Settings are set properly or used for TLS/SSL. Learn more

Custamdoriaing + Import App Service Certificate —{- Upload Certificate + Import Key Vault Certificate
@ TLS/SSL settings

Private Key Certificates
@ TLS/SSL settings (preview)

5 Status Filter
: (@I tealthy Waming  Expired )

3 Networking

Select certificate from Azure ...  x

Subscription *

| Fuyens Subscription v |
Key vault *
[ key-westeu-001 v
Certificate *

| ImagesGallery (Thumbprint:594B8550CF18A602F3D7A63E86... |

® Click on the “Custom Domains” tab.
* Click on “Add binding".
¢ Select the certificate.
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" TLS/SSL Binding
1= app-imagesgallery-westeu-001 | Custom domains

6E27CA

This time, our application is validated by a certificate.

Virtual networks

While our application is public, the same is not true for all other services (database, storage, keyvault). We'll
remedy this by creating virtual networks and privatized access.

® Create a “Virtual network (Vnet)”.

Select the network resource group.

* Enter a name like “vnet-backend-westeu-001".

* Add the subnet “snet-appservices-westeu-001" and apply the IP network “10.0.1.0/24" to it.

® Add the subnet “snet-privateendpoint-westeu-001" and apply the IP network “10.0.2.0/24" to it.

Create virtual network

Create virtual network

Basics  IP Addresses  Security Tags  Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.q. 192.168.1.0/24).

Basics  IP Addresses  Security  Tags  Review + create IPv4 address space

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of 10.000/16  10.0.0.0 - 10.0.255.255 (65536 addresses) i
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises

networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional J
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

. ; [ Add 1Pv6 address space ©
Project details

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

Subscription * © Fuyens Subscription v
network.
Resource group * rg-networks-westeu-001 N~
Create new + Add subnet

X [] subnet name Subnet address range NAT gateway
Instance details

Name * vnet-backend-westeu-001 v 10.0.1.0/24

10.02.0/24

Region * West Europe v

@ Use of a NAT gateway is recommended for outbound intemet access from a subnet. You can deploy a NAT gateway and assign it to
a subnet after you create the virtual network. Learn more '

® Start with another Vnet.
® Enter a name like “vnet-frontend-westeu-001".
® Add the subnet “snet-appgateway-westeu-001" and apply the IP network “10. 1.1.0/24".
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® Add the subnet “snet-privateendpoint-westeu-001" and apply the IP network “10.1.2.0/24" to it.

Private endpoints

Private endpoints allow you to add a private IP address to a public service, such as storage or database.

Storage

* Add an endpoint (private endpoint).

® Select the storage resource group.

® Enter a name like “pe-storage-westeu-001".

* Enter a name for the network card like “pe-storage-nic-westeu-001".
® Select the resource type “Microsoft.Storage/storageAccounts”.

* Select “blob” for the sub-resource.

* Select the subnet “Private endpoint”, previously created.

® Select integration with a private DNS zone.

Create a private endpoint
Create a private endpoint -

© sasics
+/ Basics @ Resource

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn mor o X § . . X
Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQL server, or

’ an Azure storage account. Select which resource you would like to connect to using this private endpoint. Learn more
Project details 9 ¥ g this P P
Subscription * © | Fuyens subscription v Connection method @ (®) Connect to an Azure resource in my directory.
(O Connect to an Azure resource by resource ID or alias.
Resource group * [ rg-storages-westeu-001 v
(reate new Subscription * @ Fuyens Subscription ~

Instance details Resource type * © [ Microsoft.storage/storageAccounts V]
Name * | pe-storage-westeu-001 v

Resource * @ [ stimagesgallerywesteuoot v
Network Interface Name * [ pe-storage-nic-westeu-001 M

Target sub-resource * © [btob <]
Region * [ West Europe M
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Create a private endpoint

W/ Basics \/ Resource @ Virtual Network . .
—_— Create a private endpoint

Networking
To deploy the private endpoint, select a virtual network subnet. Learmn more
asics esource irtual Networ
\/ Basi V/ Re V/ Virtual Network DNS

Virtual network * © vnet-backend-westeu-001 v

Private DNS integration
Subnet* © vnet-backend 1 1(10.02.0/24)

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
T — endpoint with a private DNS zone. You can also utilize your own DN servers or create DNS records using the host files on your

irtual mach Lez
endpoints in this subnet. Learn more virtual machines. Learn mor

N O
Integrate with private DNS zone ®) Yes () No
Private IP configuration
(®) Dynamically allocate IP address Configuration name Subscription Resource group Private DNS zone
QO statically allocate IP address = -
privatelink-blob-core-win... | Fuyens Subscription v | | rg-networks-westeu-... \/ | (new) privatelink.blob.cor.

Application security group

Configure network security as a natural extension of an application’s structure. ASG allows you to group virtual machines and
define network security policies based on those groups. You can specify an application security group as the source or
destination in an NSG security rule Learn more

The database

® Start for the database by selecting the database resource group and resource type
“Microsoft.Sql/servers”.
* Select the subnet “Private endpoint”, previously created.

The safe

The safe is doing very well!

It has two private endpoints. One for the “backend vnet”, so the application can retrieve secrets. The
other for the “frontend vnet” so that the “application gateway” service can retrieve the SSL certificate
there.

® Recommence a third time for the KeyVault.
* Select the resource type “Microsoft.KeyVault/vaults”.

+ Select the vnet “backend” once
Recommence one last time for the Keyvault.

® Select the resource type “Microsoft.KeyVault/vaults”.
® Select the virtual network “frontend”and the subnet “private endpoint” once.

The three services are now linked to the virtual network “Backend”.

The vault service is also linked to the virtual network “Frontend".
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Integration of the application into the virtual network

To integrate an application into a virtual network, simply select it.

® Return to the application.

Click the “Networking” tab.
Click “Vnet Integration”.

* Click “Add Vnet".

® Select the vnet “backend”.

® Select the subnet “appservices”.

Add VNet Integration

imagesgallery-westeu-001 | Networking

‘‘‘‘‘‘‘‘‘‘

VNet Address Space

Disabling access rights to different services

To secure the infrastructure, go around the three services and disable access to the public network.

* In the storage account, click “Networking”, then select “Disable public network access".

* Idem for the database server.

* In the vault, there is no disabling possible, so select “Selected networks” and in the exceptions,
select “No” for “Allow trusted Microsoft services to bypass this firewall”
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Verifying access

Verify that the application is still working
®* Try to connect to the database using Azure Data Studio, there should be a connection error.
* Idem for storage with Azure Storage Explorer.
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The Application Gateway

The Application Gateway allows you to create, as the name implies, a single gateway at the entrance to the
infrastructure. It filters authorized protocols, and redirects traffic to one or more applications or services.
Among other things, it allows:

* Add a single public IP address as input to our infrastructure.

® Add security by creating listening rules on a particular protocol.

* Add a firewall option to our infrastructure.

* Balance loads across multiple resources, redirecting traffic to a resource based on the URL.

Security resources are among the most expensive elements of the Azure cloud. A front-end
gateway like the one used for this demo app can cost about$6 per day. So be careful not to leave
it running longer than necessary.

Azure Managed Identity (AMI)

The gateway application will use the SSL certificate in place of the application. To access the”"Keyvault”
containing the certificate, it must register with the “Keyvault” service. Unlike the “Apps service” which
uses a “System assigned"” identity, the “Application gateway" service will have to use a “User
assigned"” identity. To accomplish this, it must go through an“Azure Managed Identity”or AMI.

Create an Azure User Managed Identity.

Copy its ID from the “Overview” page.

Go back to the Keyvault.

Add an access rule.

* Add the “GET" right for the “Secret permissions”.
* Click on “Select principal”.

* Paste in the AMI ID.

* Add the keyvault access for the AMI.
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Accessing the Keyvault from the Application Gateway

* Click on the “Networking” tab of the Keyvault.

® Select “Selected networks".

* Do not add any virtual networks.

® Select “No" for the exception “Allow trusted Microsoft services to bypass this firewall"
® Be sure to verify that you have configured two private endpoints.

ds key-imgallery-westeu-001 | Networking

,,,,,,,,,,,,

Overview

B Activity log

Firewalls and virtual networks Private endpoint connections

[[] connection name Connection state
[ pe-imagesgallery-keyvault-backend-westeu-001 Approved

[] pe-imagesgallery-keyvault-frontend-westeu-001 Approved

All connection states v

Application Gateway

Basics tab

* Create an Application Gateway.

® Giveitaname.

gateway"”.

Leave the minimum number of instances at 0.
Add the maximum number of instances at 2.
For the virtual network configuration, add the virtual network “frontend” and the subnet “app
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“Frontends and Backends” tab

* For the “Frontends” tab, add a new public IP address.
* For the “Backends"” tab, add a backend pool and associate the application with it as the target.

Add a backend pool. X

Create application gateway

Instance details

Name * [ agw-imagesgallery-backendpool-westeu-001 v
Add backend pool without
Y
= . torget -~ G
Create application gateway Backend targets

Titem
a . O -

Target type Target

App Services v | [ app-imagesgallery-westeu-001 v | [i] -+
J 1P address or FQDN v
] <
[ e

Configuration tab

Once the “Frontend” and the “Backend” are added, the Application Gateway needs to connect them
through routing rules that will filter the allowed protocols. This is called a“listener”.

V Basics ~/ Frontends  / Backends () Configuration

Create routing rules that link your frontend(s) and backend(s). You can also add more backend pools, add a second frantend IP configuration if you haven't already, or edit previous configurations.

= ? Y
Frontends Routing rules Backend pools
+ Add a frontend IP + Add a backend pool
Public: agw-imagesgallery-ip  [5] ... I agw-imagesgallery- i e
wacta1-001 (20 224 128 108} Add N FDLIﬁﬂg harkendnanl-wectan-nn1

rule

® Click “Add a routing rule”.
* Nameit.
* Give it a priority of 100.
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* Select the AMI and Keyvault.
® Paste the certificate's secret ID URL.

® Create a new “Backend setting”.
* Nameiit.
® Select HTTPS protocol and port 443.

Add a “Listener” and associate HTTPS protocol and port 443 with it.
Select “Choose a certificate from Key Vault”

Microsoft recommends that in this regard, only the path to the certificate should be given, without
its ID. This makes it easier to renew the certificate.

® Select “Yes"” the “Use well known CA certificate”.

Add a routing rule

*Listener *Backend targets

gateway will apply this routing rule

X
Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
nd at least one backend target.
Rule name * agw-imagesgallery-rules-westeu-001 S ‘
) 100 V]
Priority *

Alistener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the application

[ agw-imagesgallery-listener-https-westeu-001

=
Listener name * ©
Public v
Frontend IP* @ ‘ J
Protocol © O wre (@ HrTes
é | 443 v
Port* @
Https Settings
Choose a certificate O Upload a certificate (®) Choose a certificate from Key Vault
Cert name * I
. mi- -001 ~
Managed identity * @ [ami-westeu-00 J
[ key-westeu-001 v
[ .vaul y/cdbecd67efag4882adef88c . |

Add Backend setting X

« Discard changes and go bad

Backend settings name *
Backend protocol

Backend port *

Trusted root certificate

For end-to-end SSL encryption, the backends must be in the allowlist of the application gateway. Upload the public certificate of the backend

servers to this Backend setting.
Use well known CA certificate
Additional settings

Cookie-based affinity (

Connection draining @

Request time-out (seconds) * C

Override backend path G

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header unaltered to the
backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI extension to resolve to the correct

endpoint. Change these settings to overwrite the incoming HTTP host header.

o routing rules

[ agw-imagesgallery-backendsettings-westeu-001 v]
QO HrTP (@ HTTPS

[ 7]

® ves O No

O Enable (®) Disable
O Enable (®) Disable

[0 \

The health probe

* Create a health probe (“probe-health”).
®* Nameit.

oneis “docker.fuyens.ch”.

The health probe is used to monitor and test that the gateway application is working properly.

* Very important! Give the “host”, the name of your application on the certificate. In my case, this

https://fuyens.ch/en/it/create-an-app-for-azure-part-5/

Page 15


https://fuyens.ch/wp-content/uploads/2022/06/06_Application_Gateway.jpg
https://fuyens.ch/wp-content/uploads/2022/06/07_Application_Gateway.jpg

Faye»w&.cd Create an App for Azure (part 5)

Select “No” for the “Pick host name from backend settings"

Select “Yes" for the “Pick port from backend settings” option.

® Enter “/" for the (“path”).

Select the backend settings.

Leave the other options as default.

® Check “l want to test the backend health before adding the health probe”
Click “Test".

cert-imagesgallery-probe-westeu-001

agw-imagesgallery-westeu-001

Name cert-imagesgallery-probe-westeu-001
Protocol * (O HrTP (@) HTTPS
Host* ‘ docker.fuyens.ch

Pick host name from backend i
settings O Yes (®) No

Pick port from backend settings (!_’ Yes O No

Path* @ |/ |
Interval (seconds) * @ | 30 |
Timeout (seconds) * @ | 30 |
Unhealthy threshold * @ | 3 |

Use probe matching conditions -
o O Yes (®) No

Backend settings @ | cert-imagesgallery-backendsettings-westeu-001 v

| want to test the backend health before adding the health probe

Test

https://fuyens.ch/en/it/create-an-app-for-azure-part-5/ Page 16


https://fuyens.ch/wp-content/uploads/2022/06/13_Application_Gateway.jpg

F«yewt.cﬂ Create an App for Azure (part 5)

The result should be a green check mark.

If not, check your certificate name, which should match the probe. If it still doesn't, go back to the
Keyvault and temporarily allow Microsoft services to access it.

Exception
Allow trusted Microsoft services to O Yes (@) No
bypass this firewall (© A\ This can cause a disruption if this key vault is used by a trusted service and the service's network is not explicitly added.

® Test the probe one last time by clicking on “backend health” and make sure you have the green
check mark.

Restrict access to the application.

Now that the infrastructure has an “application gateway”, we can close public access to the application.

® Return to “App services”.

Click “Networking”.

® Click “Access restriction”.

* Add a rule that only allows the application gateway subnet to access the application.
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® Edit Access Restriction X

General settings

=5 Deployment slots Name

& Deployment Center Inbound Traffic | agw_acce54 |
Manage access and incoming services.
Settings
ST
I Configuration Priority
A Authentication Features | 300 |

Qg Access restriction Q Oon

Identity EZ App assigned addr... @ off Action

Backups ¢l Private endpoints ) Off lm Deny )

Custom domains

Application Insights

®

i

) Inbound address Description
TLS/SSL settings

| agw-access

Q@ a

TLS/SSL settings (preview) 20.50.2.85 Iﬁ

@

Networking

Scale up (App Service plan) Source Settlngs

inti *
.+ Scale out (App Service plan) Subscri ption

i

‘ Fuyens Subscription ~ ‘

Virtual Network *

| vnet-frontend-westeu-001 ¥4 |
Subnet *
‘ snet-appgateway-westeu-001 ~ ‘

Conclusion

Here it is, this long publication is now complete. It validates all of my research and various tests | undertook
to build a secure infrastructure around an application that uses “PaaS” services on Microsoft's Azure
cloud. | also covered the use of containers with Docker and the use of SSL certificates.
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